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Policy Statement

The risk to Marywood University, its employees and customers from data loss and identity theft is of significant concern to the University and can be reduced only through the combined efforts of every employee and contractor.
Marywood University adopts this sensitive information policy to help protect employees, customers, contractors and the University from damages related to the loss or misuse of sensitive information.

This policy will:

1. Define sensitive information;

2. Describe the physical security of data when it is printed on paper;

3. Describe the electronic security of data when stored and distributed; and

4. Place the University in compliance with state and federal law regarding identity theft protection.

This policy enables Marywood University to protect existing customers, reducing risk from identity fraud, and minimize potential damage to the University from fraudulent new accounts.  The program will help Marywood University:

Identify risks that signify potentially fraudulent activity within new or existing covered accounts; 

1. Detect risks when they occur in covered accounts; 

2. Respond to risks to determine if fraudulent activity has occurred and act if fraud has been attempted or committed; and 

3. Update the program periodically, including reviewing the accounts that are covered and the identified risks that are part of the program. 

Definitions 

Identify theft means fraud committed or attempted using the identifying information of another person without authority. 

Sensitive Information includes the following items whether stored in electronic or printed form:

Credit card information, including any of the following: 

1. Credit card number (in part or whole) 

2. Credit card expiration date 

3. Cardholder name 

4. Cardholder address 

Tax identification numbers, including: 

1. Social Security number

2. Business identification number

3. Employer identification numbers

Payroll information, including, among other information: 

1. Paychecks
2. Pay stubs 

Medical information for any employee or customer, including but not limited to: 

1. Doctor names and claims 

2. Insurance claims 

3. Prescriptions 

4. Any related personal medical information 

Other personal information belonging to any customer, employee or contractor, examples of which include: 

1. Date of birth 

2. Address 

3. Phone numbers 

4. Maiden name 

5. Names 

6. Customer number 
7. Pin number
Marywood personnel are encouraged to use common sense judgment in securing confidential information to the proper extent.  If an employee is uncertain of the sensitivity of a particular piece of information, he/she should contact their supervisor. 
Hard Copy Distribution 
Each employee and contractor performing work for the University will comply with the following policies: 

1. File cabinets, desk drawers, overhead cabinets, and any other storage space containing documents with sensitive information will be locked when not in use.

2. Storage rooms containing documents with sensitive information and  record retention areas will be locked at the end of each workday or when unsupervised. 

3. Desks, workstations, work areas, printers and fax machines, and common shared work areas will be cleared of all documents containing sensitive information when not in use. 

4. Whiteboards, dry-erase boards, writing tablets, etc. in common shared work areas will be erased, removed, or shredded when not in use. 

5. When documents containing sensitive information are discarded they will be shredded using a cross cut shredder.  
Electronic Distribution 
Each employee and contractor performing work for the University will comply with the following policies: 
1. Internally, sensitive information may be transmitted using approved Marywood  e-mail. All sensitive information must be encrypted when stored in an electronic format. 

2. Any sensitive information sent externally must be encrypted and password protected and only to approved recipients. Additionally, a statement such as this should be included in the e-mail: 

3. “This message may contain confidential and/or proprietary information and is intended for the person/entity to whom it was originally addressed. Any use by others is strictly prohibited.”
Resources:

Contacts:

Questions about this Policy or other campus electronic information resource policies 

may be directed to Information Technology: projectoffice@marywood.edu

Report network security incidents to Information Technology: itsecurity@marywood.edu

For Marywood University Policies and Procedures: http://www.marywood.edu/policy/
For reports about general computer use violations see "Conditions of Computer Use at: http://www.marywood.edu/policy/detail.html?id=95039&crumbTrail=Conditions%20of%20Computer%20Use&pageTitle=Policies%20and%20Procedures%20Manual:%20Conditions%20of%20Computer%20Use
For National Standards to Protect the Privacy of Personal Health Information (HIPAA): http://www.hhs.gov/ocr/hipaa/
For Family Educational Rights and Privacy Act (FERPA): http://www.ed.gov/policy/gen/guid/fpco/ferpa/index.html
Related Documents:

· Policy – Security for Administrative Computing User Passwords

· Policy – Conditions of Computer Use

· Policy – Red Flags
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